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Safety is treated with the classical security model
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Sarety 1s addressed with the classical security model

Malicious attacker
Intentional exploitation

Specific capabilities

Static system
Model is frozen

Classical setup

Service provider
Benign defender

Preventing attacks



Saftety Opjective

Salrety 1s users perspective: it cannot be a static property
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Models Litecycle

Models live beyond release
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Where it should also
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A different attacking game

No apparent reasons
Broken safety
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Not always visible

Silent failure!
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This CVPR paper is the Open Access version, provided by the Computer Vision Foundation.
Except for this watermark, it is identical to the accepted version;
the final published version of the proceedings is available on IEEE Xplore.

The Illusion of Unlearning: The Unstable Nature of Machine Unlearning in
Text-to-Image Diffusion Models

Naveen George'*, Karthik Nandan Dasaraju?; Rutheesh Reddy Chittepu’, Konda Reddy Mopuri®
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Abstract users [22] and the generation of over 2 million images daily
by DALL-E and Stable Diffusion [1, 37]. However, this
Text-to-image models such as Stable Diffusion, DALL-E, widespread use raises critical concerns about data privacy,

and Midjourney have gained immense popularity lately. security, fairness, and intellectual property, as these models

arety can rail without ma.
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What is in Your Safe Data?
Identifying Benign Data that Breaks Safety

Luxi He* Mengzhou Xia* Peter Henderson
Princeton Language and Intelligence (PLI), Princeton University

{luxihe, mengzhou, peter.henderson}®@princeton.edu

Abstract

Current Large Language Models (LLMs), even those tuned for safety and
alignment, are susceptible to jailbreaking. Some have found that just further

Howeveri thg are trained on vast amounts o‘ data that may relx on vast datasets that often include sensitivei Bc:rsonali

Concept Resurgence in Diffusion Models

Vinith M. Suriyakumar! Rohan Alur! Ayush Sekhari'

Manish Raghavan' Ashia C. Wilson'

TMassachusetts Institute of Technology

Abstract

Text-to-image diffusion models rely on massive, web-scale datasets. Training them from

scratch is computationally expensive, and as a result, developers often prefer to make incremen-
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Where Does This Matter More?

Case-study: T2I Diffusion Models

. Safety via editing

- Post-deployment fine-tuning

- Large Generative Models as all-purpose

oroblem-solvers
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Case-study: T2I Diffusion Models

. Safety via editing

- Post-deployment fine-tuning

- Large Generative Models as all-purpose

oroblem-solvers

. This is routine!
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Where Does This Matter More?

Case-study: T2I Diffusion Models

. Safety via editing

. Post-deployment fine-tuning

- Large Generative Models as all-purpose
oroblem-solvers

 Images transcend language

« They have direct impact, how direct?
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IMProves

Method ACLIP (1) AFID (})
ERASEDIFF [15] +0.111 —216.764
FMN [26] +0.030 —63.668

ADVUNLEARN [27]
SCISSORHANDS [14]
STEREO [17]
SALUN [13]

MACE [12]

ESD [16]

SPM [28]

UCE [29]

RECE [11]

+0.026
+0.079
+0.026

+0.044
+0.007
+0.016
+0.008
+0.005
+0.000

—57.423
—102.358
—14.837
—53.837
—0.771
—4.878
—7.683
—11.323
—1.449

Quality improves
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Thisis a silent failure

Safety drops a lot!
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Yet safety degrades

R7 Score (%) on Harmful Test Sets

usion Mode.

ViISU [10]

ERASED [15]
FMN [26]
ADVUN [27]
SCISS [14]
STEREO [17]
SALUN [13]
MACE [12]
ESD [16]
SPM [28]
UCE [29]
RECE [11]
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I2P [3]
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RAB [18]
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Average
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Safety degradation
generalizes across

different harmfulness

distributions
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Why Does This Matter”

What is normally done

- |t's a safety vs utility game

We measure snapshots



SPQR Benchmark

Satety-Prompt adherence-Quality-Robustness

- Safety: compliance with policies (LLaVa-Guard [1] + NudeNet [2])

- Prompt adherence: alignment with input requests (CLIP-S [3])

- Quality: fidelity and realism of the generated outputs (FID [4])

- Robustness: resistance of safety to benign fine-tuning

arXiv pre

[2] Vlad Mandic. Nudenet: Nsfw object detection for tfjs and no

[3] Radford, Alec, et al. "Learning transferable visual models from natural language su
International conference on machine learni

[4] Heusel, Martin, et al. "Gans trained by a two time-scale update rule converge to a local nash equilibrium.”

Advances in neural information processing systems



SPQR Benchmark

Satety-Prompt adherence-Quality-Robustness

- Robustness: resistance of safety to benign fine-tuning

We measure continuously evolving systems
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Satety-Prompt adherence-Quality-Robustness

. Safety is mostly achieved

- Robustness is often

overlooked

« HOW tO meaqgsure

Robustness?

AdvUnlearn
Violence

Weapon
@ Nudity

Brutality
Blood
MACE
Violence
Weapons
¢
udity
[
Brutality
Blood
SalUn
Violence

ESD
Violence

Weapons

Brutality

Blood
RECE
Violence

Weapons

udity

Brutality

Blood
Scissorhands
Violence

udity

Brutality

Blood

Weapons

J
Brutality

Weapons

J

Brutality

EraseDiff
Violence

Violence

Violence

Artificial Intelligence

"Q‘. Mohamed bin Zayed
é’ }.& University of

FMN
Violence

Weapons

!

Brutality

Blood
STEREO
Violence

udity

Metrics
—e— S (Safety) 1
udity —— P (Adherence) 7
—— Q (Quality) 1
—e— R (Robustness) 1



SPQR Benchmark

Unintentional threat model

ESD, AdvUnl, STEREG, ...

Model Safety Safety-aligned

pretrained alignment

Personalization, domain-adaptation, ...

model
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Post-
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adaptation

A

High-utility
final model



SPQR Benchmark

Simulate the realistic post-training

Scenarios

e General

e Multilingual

° Style/Domain J

o Different dataset
o Different distribution

o Different fine-tuning samples

Profiles

e Standard
e Moderate

e Lite

o Different BFT intensity
o Different BFT parameters

o Different BFT dynamics
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Simulate the realistic post-training
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Simulate the realistic post-training
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SPQR Benchmart

Simulate the realistic post-training

Image

English Arabic
Awoman Ak b i sba\
stands in the L RY J s
dining area at M}LJ:J\
the table.

Ared double

213 ¢) yas Aldls
decker bus :i 5 s il
driving down a .. @ X vl
city street.

Closeup of a
brown bear

heals Adhie (A (ulag G
sittingina grassy ;.
area. o
A large white S Gl le
bowl of many el e (g ging
green apples. pad¥) Ll

a male tennis
player in white
shorts is playing

by il G55

. “.‘
tennis -
Bedroom scene U
with a o) P 2ele
bookcase, blue olhat s 4 e
B8l (3 )

comforter and
window.

Prompts

French

Une femme se
tient debout dans
la salle a manger,
atable.

Un bus rouge a
impériale
circulant dans
une rue de la
ville.

Gros plan sur un
ours brun assis
dans une zone
herbeuse.

Un grand bol
blanc rempli de
nombreuses
pommes vertes.

Un joueur de
tennis masculin en
short blanc joue au
tennis

Scene de chambre
avec une
bibliotheque, une
couette bleue et
une fenétre.

Spanish

Una mujer esta de
pie en el comedor,
sentada a la mesa.

Un autobus rojo de
dos pisos circula por
una calle de la
ciudad.

Primer plano de
un oso pardo

sentado en una
zona de hierba.

Un gran cuenco
blanco lleno de
muchas manzanas
verdes.

Un tenista
masculino con
pantalones cortos
blancos esta
jugando al tenis.

Escenade
dormitorio con
estanteria,
edreddn azuly
ventana.

Hindi
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FeT H A & 9T

@3 Bl
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W ITT G gl
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FeAlST3 |
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e AT Tgat

ey &9 T
W©T '
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SPQR Benchmark

Simulate the realistic post-training
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SPQR Benchmark

Simulate the realistic post-training
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Post-
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SPQR Benchmark

Measure the satety level betore and atter BET

Safety before BFT

Model Safety Safety-aligned >>
pretrained alignment model Post-
training
adaptation

High-utility
final model

Safety after BFT

— Ap = h(BFTp(5(M)), H) — h(S5(M), H)



SPQR Benchmark

Measure the satety level betore and atter BET

Safety before BFT

‘o Jin gl

Model Safety Safety-aligned > > High-utility
pretrained alignment model P final model
ost-
training
adaptation
v
A
Robustnessy, (S(M))

Safety after BFT
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SPQR Benchmark

High-res results

Shared Axes Multilingual Domain General
Method
Safety Prompt adherence Quality | Robustness SPQR | Robustness SPQR | Robustness SPQR
ERASED [15] 0.988 0.178 0.050 0.502 0.140 0.865 0.144 0.726 0.143
FMN [26] 0.884 0.282 0.770 0.259 0.408 0.335 0.446 0.149 0.318
ApvU [27] 0.894 0.286 0.780 0.138 0.305 0.292 0.430 0.159 0.329
Sciss. [14] 0.996 0.210 0411 0.464 0.386 0.822 0.425 0.477 0.388

0.340 0.462 0.826 0.577
0.550 0.490 0.872 0.534

. . . 0.756 0.557 0.819 0.566 . .

ESD [16] 0.936 0.289 0.950 0.291 0.443 0.652 0.562 0.684 0.568
SPM [28] 0.920 0.294 0.946 0.363 0.482 0.604 0.556 0.684 0.571
UCE [29] 0.926 0.293 0.919 0.571 0.545 0.846 0.591 0.942 0.602
RECE [11] 0.938 0.292 0.934 0.740 0.579 0.855 0.594 0.980 0.608

High safety does not imply high robustness
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SPQR Benchmark

High-res results

Shared Axes Multilingual Domain General

Method

Safety Prompt adherence Quality | Robustness SPQR | Robustness SPQR | Robustness SPQR
ERASED [15] 0.988 0.178 0.050 0.502 0.140 0.865 0.144 0.726 0.143
FMN [26] 0.884 0.282 0.770 0.259 0.408 0.335 0.446 0.149 0.318
ApvU [27] 0.894 0.286 0.780 0.138 0.305 0.292 0.430 0.159 0.329
Sciss. [14] 0.996 0.210 0411 0.464 0.386 0.822 0.425 0.477 0.388
STEREO [17] 0.992 0.278 0.902 0.340 0.462 0.826 0.577 0.383 0.480
SALUN [13] 0.998 0.253 0.724 0.550 0.490 0.872 0.534 0.726 0.518
MACE [12] 0.996 0.267 0.907 0.756 0.557 0.819 0.566 0.657 0.542
ESD [16] 0.936 0.289 0.950 0.291 0.443 0.652 0.562 0.684 0.568
SPM [28] 0.920 0.294 0.946 0.363 0.482 0.604 0.556 0.684 0.571

0.571 0.545 0.846 0.591 ) O/ ) 6()

RECE [11] 0.938 . 0740 0579 | 0855  0.594

High safety does not imply high robustness



SPQR Benchmark

(General scenario results

Method

R (1) after FT

Full UNet Cross-Attn Only § LoRA

ERASEDIFF [15]
FMN [26]
ADVUNLEARN [27]
SCISSORHANDS [14]
STEREO [17]
SALUN [13]
MACE [12]

ESD [16]

SPM [28]

UCE [29]

RECE [11]

0.726
0.149
0.159
0.477
0.383
0.726
0.657
0.684
0.684
0.942
0.980

0.692
0.113
0.120
0.712
0.549
0.869
0.670
0.657
0.619
0.786
0.942

é.‘“-.-n

Generally stronger robustness

under Lite Profile

Localization of safety gradients
during LoRA adaptations

Lower ranks lead to higher robustness
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- We evaluate safety over an evolving model litecycle
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Takaways

- We evaluate safety over an evolving model litecycle
. Safety failures can be silent
. Safety alignment must survive benign fine-tuning

- The structure of post-training adaptation matters for safety stability
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- Create more advanced methods to monitor this safety silent degradation



-uture Directions

- Create more robust safety-alignment methods
- Expand this study and benchmark to other modalities (like NLP)
- Create more advanced methods to monitor this safety silent degradation

- Find better ways to define safety and transfer it to the model
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