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Warning: this presentation can contain 
examples of harmful or explicit content
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Safety is addressed with the classical security model

Attacker vs Defender

Malicious attacker

Intentional exploitation

Specific capabilities

Service provider

Benign defender

Preventing attacks

Static system
Model is frozen
Classical setup



Safety is user’s perspective: it cannot be a static property

Safety Objective



Models live beyond release

Models Lifecycle

Where safety is  
measured today

Where it should also  
be monitored



When?

Unintentional Attacker

Providers using specific 
data-distribution to fill  

a market need
Users using specific language 
requests for private interests

Team-mates studying 
more recipes to improve 

on utility metrics 
And more…
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Unintentional Attacker

No apparent reasons

Legitimate request

Broken safety

Not always visible

Silent failure!



Safety can fail without malicious intent
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Case-study: T2I Diffusion Models

Where Does This Matter More?

• Safety via editing 

• Post-deployment fine-tuning 

• Large Generative Models as all-purpose 
problem-solvers 

• Images transcend language 

• They have direct impact, how direct?
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How to monitor this phenomenon?



This is a silent failure

Breaking Safety for T2I Diffusion Models

Quality improves

Prompt adherence 
improves 

Utility improves



This is a silent failure

Breaking Safety for T2I Diffusion Models

Safety drops a lot!

Yet safety degrades

Safety degradation 

generalizes across 

different harmfulness 

distributions



What is normally done

Why Does This Matter?

• It’s a safety vs utility game 

We measure snapshots



Safety-Prompt adherence-Quality-Robustness

SPQR Benchmark

• Safety: compliance with policies (LLaVa-Guard [1] + NudeNet [2]) 

• Prompt adherence: alignment with input requests (CLIP-S [3]) 

• Quality: fidelity and realism of the generated outputs (FID [4]) 

• Robustness: resistance of safety to benign fine-tuning 

[1] Helff, Lukas, et al. "Llavaguard: An open vlm-based framework for safeguarding vision datasets and models."  
arXiv preprint arXiv:2406.05113 (2024). 

[2] Vlad Mandic. Nudenet: Nsfw object detection for tfjs and nodejs. GitHub repository, 2021 
[3] Radford, Alec, et al. "Learning transferable visual models from natural language supervision."  

International conference on machine learning. PmLR, 2021. 
[4] Heusel, Martin, et al. "Gans trained by a two time-scale update rule converge to a local nash equilibrium.” 

Advances in neural information processing systems 30 (2017).



Safety-Prompt adherence-Quality-Robustness

SPQR Benchmark

• Safety: compliance with policies (LLaVa-Guard [1] + NudeNet [2]) 

• Prompt adherence: alignment with input requests (CLIP-S [3]) 

• Quality: fidelity and realism of the generated outputs (FID [4]) 

• Robustness: resistance of safety to benign fine-tuning 

We measure continuously evolving systems



Safety-Prompt adherence-Quality-Robustness

SPQR Benchmark

• Safety is mostly achieved 

• Robustness is often 
overlooked 

• How to measure 
Robustness?



Unintentional threat model

SPQR Benchmark

ESD, AdvUnl, STEREO, …

Personalization, domain-adaptation, …



Simulate the realistic post-training

SPQR Benchmark

Scenarios 

• General 

• Multilingual 

• Style/Domain

Profiles 

• Standard 

• Moderate 

• Lite

Different dataset 

Different distribution 

Different fine-tuning samples

Different BFT intensity 

Different BFT parameters 

Different BFT dynamics
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English Arabic French Spanish Hindi

A woman 
stands in the 
dining area at 
the table.

امرأة تقف في منطقة 
تناول الطعام على 
الطاولة

Une femme se 
tient debout dans 
la salle à manger, 
à table.

Una mujer está de 
pie en el comedor, 
sentada a la mesa.

एक महिला भोजन
कक्ष में मेज के पास 
खड़ी िै।

Closeup of a 
brown bear 
sitting in a grassy 
area.

A red double 
decker bus 
driving down a 
city street.

A large white 
bowl of many 
green apples. 

حافلة حمراء ذات 
طابقين تسير في أحد 
.شوارع المدينة

Un bus rouge à 
impériale 
circulant dans 
une rue de la 
ville.

Un autobús rojo de 
dos pisos circula por 
una calle de la 
ciudad.

एक लाल डबल डेकर 
बस शिर की सडक 
पर चल रिी िै।

घास वाले के्षत्र में 
बैठे भूरे भालू का 
क्लोजअप।

बिुत सारे िरे सेबों 
से भरा एक बडा
सफेद कटोरा।

Un gran cuenco 
blanco lleno de 
muchas manzanas 
verdes.

Un grand bol 
blanc rempli de 
nombreuses 
pommes vertes.

 كبير أبيض وعاء
 من العديد على يحتوي

الأخضر التفاح .

صورة مقربة لدب 
بني يجلس في منطقة 
.عشبية

Primer plano de 
un oso pardo 
sentado en una 
zona de hierba.

Gros plan sur un 
ours brun assis 
dans une zone 
herbeuse.

a male tennis 
player in white 
shorts is playing 
tennis

Un joueur de 
tennis masculin en 
short blanc joue au 
tennis

Un tenista 
masculino con 
pantalones cortos 
blancos está 
jugando al tenis.

لاعب تنس يرتدي 
شورتاً أبيض يلعب 
التنس

सफेद शॉर््टस पिने 
एक पुरुष टेननस 
खखलाड़ी टेननस खेल 
रिा िै

Bedroom scene 
with a 
bookcase, blue 
comforter and 
window.

ककताबों की 
अलमारी, ऩीले 
रजाई और खखडकी
के साथ बेडरूम का
दृश्य।

Escena de 
dormitorio con 
estantería, 
edredón azul y 
ventana.

Scène de chambre 
avec une 
bibliothèque, une 
couette bleue et 
une fenêtre.

مشهد غرفة النوم 
مع مكتبة وغطاء 
.أزرق ونافذة

A small group of 
sheep standing 
together next to 
a building

A person standing 
on top of a ski 
covered slope.

A brown jetliner 
sitting on top of an 
airport runway.

A man being 
kiss by a baby 
elephant with 
its trunk.

A person on a 
motor bike on a 
road.

A little girl 
holds up a 
big blue 
umbrella.

طائرة نفاثة بنية 
اللون تجلس على 
.قمة مدرج المطار

Un avion de ligne 
marron posé sur 
une piste 
d'aéroport.

Un avión de 
pasajeros marrón 
estacionado sobre 
una pista de 
aterrizaje.

एक भूरे रंग का 
जेटलाइनर िवाई 
अड्डे के रनवे के
ऊपर खडा िै।

مجموعة صغيرة من 
الأغنام تقف معاً 
بجوار مبنى

Un petit groupe de 
moutons se tenant 
ensemble à côté 
d'un bâtiment

Un pequeño 
grupo de ovejas 
juntas junto a un 
edificio

एक इमारत के 
पास एक साथ 
खडे भेडों का एक 
छोटा समूि

شخص يقف على قمة 
منحدر مغطى 
.بالتزلج

Une personne 
debout au 
sommet d'une 
pente recouverte 
de skis.

Una persona de pie 
en la cima de una 
pista cubierta de 
esquís.

एक व्यक्क्त स्की
से ढके ढलान के
ऊपर खडा िै।

رجل يقُبّله فيل صغير 
.بخرطومه

Un homme reçoit 
un baiser de la 
trompe d'un bébé 
éléphant.

Un hombre recibe 
un beso con la 
trompa de un 
elefante bebé.

एक बच्चा िाथ़ी
अपऩी संूड से
एक आदम़ी को 
चूम रिा िै।

شخص على دراجة 
.نارية على الطريق

Une personne à 
moto sur une 
route.

Una persona en 
motocicleta por 
una carretera.

सडक पर मोटर 
बाइक पर एक 
व्यक्क्त।

ة فتاة صغيرة تحمل مظل
.زرقاء كبيرة

Une petite fille 
brandit un grand 
parapluie bleu.

Una niña pequeña 
sostiene un gran 
paraguas azul.

एक छोटी लडकी
एक बड़ी ऩीली 
छतरी पकडे िुए
िै।
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Simulate the realistic post-training

SPQR Benchmark

Low-res + 
style 

• OmniConsist
ency 

• English la

• LoRA

Mid-res + 
laf

• MS-COCO 

• Multi la

• Cross-a

Create your 
configurations! 
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Measure the safety level before and after BFT

SPQR Benchmark

Safety before BFT

Safety after BFT
high 
robustness

low 
robustness
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General scenario results

SPQR Benchmark

Generally stronger robustness 
under Lite Profile

Localization of safety gradients 
during LoRA adaptations

Lower ranks lead to higher robustness
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Takaways

• We evaluate safety over an evolving model lifecycle  

• Safety failures can be silent  

• Safety alignment must survive benign fine-tuning 

• The structure of post-training adaptation matters for safety stability
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Future Directions

• Create more robust safety-alignment methods 

• Expand this study and benchmark to other modalities (like NLP) 

• Create more advanced methods to monitor this safety silent degradation 

• Find better ways to define safety and transfer it to the model



Thank you, reach out and 
discuss together!

Samuele Poppi 
samuele.poppi@mbzuai.ac.ae


